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1) Status quo: AI potential for digital security in healthcare

2) Health cybersecurity research history

3) DHS-RH: the network in a nutshell

4) Overview: Horizon call

5) Get in touch with us

Agenda today
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• Computer Scientist with focus on IT security
• History in CI, network security and security monitoring
• Since 2021: Prof. IT-Security at UAS Brandenburg (THB)

Prof. IT Security 
@ THB

• Head of MedSec: Research Group focussing IT Security of hospitals
• Cybersecurity & Microlearning (SCALE-C)
• DHS-RH

MedSec & 
Research

• UP KRITIS = cooperation (industry and administration) for protection of CI (*2007)
• Around 1000 participants
• Spokesman since 2024

Spokesman UP 
KRITIS

Your presenter
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AI potential for digital security in healthcare
Touchpoints of AI and IT security

https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/kuenstliche-intelligenz_node.html  

https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/kuenstliche-intelligenz_node.html
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AI potential for digital security in healthcare
Specific use case: SCALE-C

https://www.th-brandenburg.de/forschung-und-kooperation/scale-c/
 

https://www.th-brandenburg.de/forschung-und-kooperation/scale-c/
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AI potential for digital security in healthcare

Security by AI Attacks through AI

Recent research results
● NLP(CTI)2STIX
● AI agents for SOC functionality (detection / 

response), e.g.
● Triage
● Alert enrichment

● Domain specific LLM honeypots
● LLM-Assisted Vulnerability Analysis of Medical 

Devices
● Deep compliance

Full range of improvements:
● Phishing E-Mails
● Vulnerability Scans
● Recent AI attacks

→ adapt to healthcare environments → even faster detection and response

https://informatik.th-brandenburg.de/medsec 

https://informatik.th-brandenburg.de/medsec
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Health cybersecurity research history

https://doi.org/10.21203/rs.3.rs-10457606/v
1 

https://doi.org/10.21203/rs.3.rs-10457606/v1
https://doi.org/10.21203/rs.3.rs-10457606/v1
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DHS-RH: Kick off Monday this week

5th Oct. 2026 – 19 experts from

● Germany

● Spain

● Greece

● Norway

● UK
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DHS-RH : Background

● Topic: AI for Applied Cybersecurity (Security Monitoring and Response) in 
Healthcare

● German federal government provides funding in order to establish the network of 
experts

● Duration: 12 months (Sep. 26 – Sep. 27)
● Objective:

– Network of (academic) experts
– Horizont submission in Sep. 2027

● Develop perspective to continue network after initial funding
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DHS-RH: work packages
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Overview: Horizont call

EU Horizon Call: Artificial Intelligence for Cybersecurity applications
● Budget: 24.8 Mio EUR (5-6 projects; each 4-5 Mio EUR; lump sum)

Important dates
● Opening of the Call: 2 March 2027
● Deadline: 15 September 2027

Expected Outcome
● AI-driven solutions for real-time cyber threat detection;
● Advanced adaptive AI systems that evolve with dynamic 

cybersecurity challenges;
● Contribute to drastically reduce reaction time for the recovery of 

systems

https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2027-02-cs-eccc-01

https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2027-02-cs-eccc-01
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Get in touch

Web site LindedIn Group

https://dhs-rh.eu https://www.linkedin.com/groups/40609158/ 

https://dhs-rh.eu/
https://www.linkedin.com/groups/40609158/
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Vielen Dank für Ihre Aufmerksamkeit

mailto:dhs-rh@th-brandenburg.de

“Sicher ist, dass nichts sicher ist.
Selbst das nicht.”

(Joachim Ringelnatz)
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